
 

 
Our ref: 4918/19 
 
Could you please tell me how many incidents of cyber-attacks you have recorded since the beginning of 
2017? 

During the period there have been 6 incidents where a cyber infection was detected. 

Of these can you tell me how many incidents were referred to external sources including the police, the 
National Crime Agency and the National Cyber Security Centre? And how many of these incidents were 
handled internally? 

These 6 incidents were dealt with internally and reported to our national reporting body in our quarterly 
report, the national policing accreditors were also notified. 

CHECK is the umbrella term for the National Cyber Security Centre approved penetration test 
companies and the method in which they conduct a penetration test.                                                  
Could you please tell me whether you have had a CHECK test in i) 2016/17, ii) 2017/18 and iii) 2018/19? 
Could you also tell me what cyber security do you have aside from CHECK work including the following 
i) user education ii) other penetration tests iii) internal security team iv) other. 

 
West Yorkshire Police can neither confirm nor deny, that we hold the information you have requested 
above, as the duty in Section 1 (1) (a) does not apply.  
However, this should not be taken as conclusive evidence that the information you requested ‘exists or 
does not exist.’  
  
Please see Appendix A for the full legislative explanation as to why West Yorkshire Police can neither 
Confirm nor Deny, whether any information is held.   
  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 

 
Appendix A 

  
The Freedom of Information Act 2000, creates a statutory right of access to information held by Public 
Authorities.  A Public Authority in receipt of a request, must if permitted state under Section 1(a) of the 
FOI Act, whether it holds the requested information and if held, then communicate that information to the 
applicant, under Section 1(b) of the Act.  
  
The right of access to information is not without exception and is subject to a number of exemptions. 
These exemptions are designed to enable public authorities, to withhold information that is unsuitable for 
release.  
  
Importantly the Act is designed to place information into the public domain, so that is accessible if 
granted to one person under the Act. It is then considered public information and must be communicated 
to any individual, should a request be received.  
  
Decision  
  
This letter serves as a Refusal Notice under Section 17 of the Freedom of Information Act 2000.    
  
Section 17 of the Act provides:  
  
(1)  A public authority which, in relation to any request for information, is to any extent relying on a Claim, 
that information is exempt information must within the time for complying with Section 1(1), giving the 
applicant a notice which:-  
  
(a) States the fact,  
(b) Specifies the exemption in question, and  
(c) States (if that would not otherwise be apparent) why the exemption applies.  
  
Reason for decision.  
  
The West Yorkshire Police Service can neither confirm nor deny, that it holds the information you  
requested, as the duty in s1(1)(a) of the Freedom of Information Act 2000 does not apply. By virtue of 
the following exemptions:  
  
Section 24 (2) National Security 
Section 31 (3) Law Enforcement 
 
Sections 24 and 31 are prejudice based qualified exemptions and there is a requirement to articulate the 
harm that would be caused in confirming or not that the information is held as well as carrying out a 
public interest test.    
 
Overall harm 
 
The public are entitled to know how public funds are spent and resources distributed within an area of 
policing, particularly with regard to how the police effectively keep their computer systems secure from 
criminals/ terrorists. Nevertheless, the threat from terrorism cannot be ignored.  It is generally recognised 
that the international security landscape is increasingly complex and unpredictable.    
 
By confirming or denying that the force holds any information regarding this technique would in itself 
disclose exempt information.  Confirming information is held, by citing a substantive exemption, would 
confirm penetration testing has taken place, where on the flip side, to say no information is held you are 
confirming no such testing has taken place. 
 
Although the techniques are in the public domain, it is how, when and whether they might be used, that 
are the sensitive issues for the police service.  If forces were to highlight that they were not involved in 
penetration testing or highlighted vulnerabilities within a penetration test when it occurred, this 



 

information could lead to criminals and terrorists targeting those forces. By providing information of this 
nature terrorists and criminals may look to infiltrate those forces with ‘fake’ identification in the hopes to 
get to sensitive areas and either cause harm or extrapolate sensitive information.  Criminals and 
terrorists would likely assume that these forces are not effectively set up to challenge unknown 
individuals as they are not tested.   
 
Moreover, during a time when the current threat level from terrorism is classified as ‘severe’ (highlighted 
by link below) we would not want to provide any information that allows for terrorists to improve their 
operations.  
 
https://www.mi5.gov.uk/threat-levels   
 
Public interest test 
 
Factors favouring confirm or deny Section 23 and 31 
To confirm or deny whether any information is held would adhere to the basic principles of openness and 
transparency between West Yorkshire Police and the public. 
 
Factors favouring neither confirm nor deny Section 23 and 31 
To confirm or deny whether any information is held in relation to your final questions would highlight any 
vulnerabilities within West Yorkshire Police and other forces, potentially highlighting this to criminals and 
terrorists targeting police forces. This would prejudice national policing as a whole and damage the 
nation’s infrastructure. 
 
Balance test 
The security of the country is of paramount importance and the Police Service is charged with enforcing 
the law, preventing and detecting crime and protecting the communities we serve.  As much as there is a 
public interest in knowing that policing activity is appropriate and balanced in matters of National 
Security, this will only be overridden in exceptional circumstances.   
 
The public entrust the Police Service to make appropriate decisions with regard to their safety and 
protection and the only way of reducing risk is to be cautious with any information that is confirmed or 
denied.   
 
  
This should not be taken as conclusive evidence that any information that would meet your request 
exists or does not exist.   
  
Please note that police forces do not use generic systems or identical procedures, for capturing the 
requested data.  For these reasons, this response to your questions should not be used for comparison 
purposes, with responses you may receive from other police forces.  
  
  
    
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.mi5.gov.uk/threat-levels

